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Speaker Sébastien Tricaud

ÅCo-Founder with P. Saadé of PicViz Labs

ÅHoneynet Project CTO

ÅIntrusion Detection specialist & big volumes 

logs analyst

ÅFormer contributor of Linux PAM, OSSEC, 

SanCP, Prelude IDS etc.



Speaker Franck Guénichot

15 years in the networking field (« Packet geek »)

Honeynet project's challenge contestant

ÅChallenge #1 : 2nd place

ÅChallenge #2 : 1st place (tied with 3 other contestants)

ÅChallenge #3 : 4th place

SANS Network Forensic Contest contestant

ÅChallenge #1: finalist

ÅChallenge #2: 1st place (tied with one other contestant)

ÅChallenge #3: finalist

malphx



Agenda

ÅHoneynet project organization

ÅHighlight of a few software

ÅOur Challenges (with someone who does several!)

ÅConclusion



Buzzwords

Worms

Virus

Trojans

Botnets

Zombies

Phishing

Spam

Fast-flux

SPIT



Our Goal

ñImprove the Security of the Internet at no 

cost to the Publicò



Organisation

The Honeynet Project

Directors

Officers

Advisors

Full Members Members

Contributors

Chapters



Chapters



Learn

Trap our enemies

Analyze their activities

Getting information

Discuss, exchange 



Provide information based on 

our observations

Papers 

KYE: Know Your Enemies

KYT: Know Your Tools

Website 

http://www.honeynet.org

Blog, Twitter



Know Your Enemy: Containing 

Conficker



Know Your Tools: Picviz



Provide Tools

Capture BAT

Capture HPC

Glastopf

Google Hack 

Honeypot

HIHAT

HoneyBow

HoneyC

Honeyd

Honeywall CDROM

ÅHoneymole

ÅHoneysnap

ÅHoneystick

ÅHoneytrap

ÅNepenthes

ÅPehunter

ÅPicViz

ÅSebek

ÅTracker



Tools Landscape

Servers Clients

High interaction

Low interaction

Analysis



Nepenthes



Nepenthes Logs

[2010-01-01T00:10:06] 88.173.53.163 -> 192.168.0.23 

link://88.173.53.163:3737/MPe2+A== 

725c1f3ef623cbd811a9acc6c40ad07c

[2010-01-01T00:12:56] 88.185.87.220 -> 192.168.0.23

link://88.185.87.220:46509/D2oeOQ== 

954a98c971fda498f9d1211f18e75cd7

[2010-01-01T00:24:36] 88.83.48.36 -> 192.168.0.23

link://88.83.48.36:35368/+BmAdg== 

be36334377890a52b56c9023de688fe7



Nepenthes: some stats

2010 April 1st

2211 binairies retrieved

597 unique binaries (different MD5)



32 virus non -detected by 

ClamAV



PhoneyC

http://code.google.com/p/phoneyc

Client honeypot written in Python

Written by Jose Nazario and Angelo Dell'Aera



PhoneyC

Web

pageRequest

Response

Mime

Modules

SGML

Parser

PDF 

Parser
é

Script engine libEMU AV

Alert



endstream

endobj

9 0 obj

<</Extensions<</ADBE<</BaseVersion/1.7/ExtensionLevel 3>>>>/Metadata 2 0 R/Names 19 0 R/Pages 6 0 R/Type/Catalog>>

endobj

10 0 obj

<</Filter[/FlateDecode]/Length 1101>>stream
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Google Summer of Code

20 projects proposed

18 students paid by Google

Projects: logs anonymization, honeeebox

interface, uniform sandbox/sandnet for 

data collection, pcap replayer to exploit the 

source, DNS analysis of an infected 

machine, Dionaea, PhoneyC, é



Agenda

Introduction / Why should you participate ?

How to prepare a challenge ?

Challenge #1 : PCAP attack trace

Challenge #2 : Browsers under attack

Challenge #3 : Banking Troubles

Challenge #4 : VoIP challenge

Conclusion



Introduction

or

Why should you participate ?



Challenge Objectives

Giving the Sec. Community opportunities:

¸ To analyze real and current threats

¸ To share their findings



Thematics

¸ PCAP Analysis

¸ Browser Exploits Analysis

¸ Windows Memory Forensics

¸ Malicious PDF Analysis

¸ Malicious Javascripts Analysis

¸ Malware Analysis

¸ VoIP Attacks Analysis

¸ ...



Benefits for a contestant

¸ Learning tools and techniques to 

analyze real threats

¸ Sharing knowledge with the community 

and seeing write-ups from others

¸ Having fun !



Challenge Timeline

2 months cycle

¸ Challenge Published the 1st of a month

¸ 1 month to submit your solution

¸ Results are annouced in the third week of 

the next month



Challenge Prizes

¸ Top 3 submissions are published on the 

Honeynet Project's website

¸ Top 3 submissions are awarded small 

prizes (books,...)



How to prepare a challenge ?



Contestant's Host

Physical / Virtual ?

Some challenges involve « playing » with 

real threats and malwares

Be careful to not infect yourself !



Contestant's Tools

Packet analysis tools (wireshark, tshark, ...)

Memory forensic tools (Volatility, ...)

Data carving tools (Foremost, Scalpel, ...)

Dissassembler / Debugger (Ollydbg, IDA, é)

Compiler (GCC, CL, ...)

Custom/own tools (perl, python, ruby, ...)

Virtualization product of your choice

Online sandboxes (Cwsandbox, Anubis, ...) 



Contestant's Skills

To play with challenges

Knowledge of Networking

Knowledge of Security Threats

Basic Reverse-Engineering skills

To have fun with challenges

Good knowledge of Networking

Good knowledge of Security Threats

Good Reverse-Engineering skills


